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Abstract: Modern times bring with them modern approaches to the perception of our problems. The perception of security in 

cities is no exception. The establishment of general indicators is needed to improve the evaluation and comparison of sites. 

These security indicators can be found in the six basic characteristics that make up a Smart City. This article contains a proposal 

for an application and a procedure for assessing the impact of projects on the security of citizens. The present proposal uses a 

system approach method using some specificities of the ISO 31000 standard. The principle of the proposal is that the probability 

of risk is a priority and we perceive the consequence as the expected increase and decrease in the level of security in cities. 
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Introduction 

The issue of the so-called "Smart Cities" has become a topical issue in recent years in the world. This 

trend initially developed only in the cities of the more developed countries of the world, including the 

western and northern countries of Europe. The issue of building smart cities can be considered an 

interdisciplinary issue, as it affects a number of scientific disciplines and affects various areas of life. 

One of its components is security and the safety of citizens. This should ideally be addressed at all levels 

of the city.  

The aim of this research was to design a procedure that uses the principles of risk assessment according 

to the ISO 31000 standard and the principles of the Smart City concept. This is so that the potential 

impacts of projects in cities are assessed in accordance with the principles of strategic planning in cities. 

The aim is to create a procedure that respects the long-term goals of the city. 

Smart cities and new approaches  

For us, the term "smart city" should primarily be a tool for effective urban management, increasing the 

quality of life and thus increasing the satisfaction of city residents. Unfortunately, this area is the target 

of "attacks" by the marketing activities of a number of commercial entities, which often create a very 

unrealistic or simplified view of the issue. This, in the end, hurts the popularization of smart cities itself. 

We therefore consider it very counterproductive to promote definitions of the concept of a smart city 

based primarily on state-of-the-art technologies and to evoke some unjustified need for cities to use 

them. A smart city is by no means just a client of various providers. The city should strive to achieve 

the set goals very carefully, especially using the resources already available. Subsequently, only when 

necessary, it is possible to consider solving the problem with a new technology or service. At the same 

time, it should always be in line with the stated vision and support for the universality of the whole 

system. 

A specific area in the creation of smart cities remains security, which still suffers from a lack of 

information. At the Faculty of Security Engineering, University of Žilina, we focus on the issue of 

protection of persons and property (Veľas, 2019), where we often rely on technological elements in 

security, so we test them (Veľas et al., 2017)  in the article “Influence of changing the parameters of the 

camera system on video-based motion detection” and assess their suitability for security practice. We 

also do research on transport safety, such as described by Veľas and Svetlík (2016) in the article “Design 

of equipment to improve safety on roads”. In the case of the city, education is becoming an important 

prerequisite in the effort to improve the lives of its inhabitants. It is important to educate the city and its 

inhabitants so that the new measures on both sides are understood and tolerated. This ultimately creates 

"fertile ground" not only for the implementation of new security solutions, but also for their meaningful 

use. Thanks to this, the city can avoid misunderstanding its steps. 
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The city as an organism 

As Goodall (1987) and Kuper (1996) defined the term "city" years ago, it is a large human settlement. 

It can be defined as a permanent and densely settled place with administratively defined boundaries 

whose members work primarily on non-agricultural tasks (Caves, 2004). The implementation of the 

concept of smart cities is a big trend in the world. According to Kubás and Štofková (2017), the 

development of cities has become so significant that today it is difficult to address the requirements of 

the population so that it is in line with the technological development and the requirements of the 

population in the 21st century. As Bitušíková (2003) wrote, the city is a complex social organism that 

differs quantitatively from the village, i. the size of the agglomeration and the number of inhabitants, 

but also qualitatively - a wide social composition and the complexity of ties and relationships. 

Perception of security and safety in cities 

When discussing the issue of perception of safety in cities, it is important to look at it traditionally from 

two basic perspectives. According to Mišík and Kubás (2017), these are the objective and subjective 

perception of safety. Each of them has its advantages and disadvantages and may have a different role 

in the creation of smart cities, or they will be applied together. 

As further defined by Gullone and Cummins (2002), objective perception refers to material security, 

social conditions, physical health, functional condition, or e.g. social status. The quality of life is 

perceived here as a measure in which the individual uses the possibilities of life, is observable from the 

outside, evaluable and comparable to others.  

Hofreiter (2006) in his publication Securitology argues that the subjective perception of security 

indicates an awareness of the real threat to security, ignorance or, non-perception of the security threat, 

awareness of the impossibility of actively facing the threat and also the perception of the threat, which 

does not really exist, the so-called obsession. 

Another author, Finka et al., (2012) in their publication "Safety as the quality of space" states that urban 

safety can be defined as any type of human safety within a built-up area (urban area) of the city, to which 

the population has mostly free access (i.e. within public spaces with emphasis on outdoor spaces) and 

any kind of human security related to his activities in these public spaces. 

Security and safety in smart cities 

The place of security in the concept of the smart city is a very complex issue, which we must approach 

in the same way as the concept of the smart city itself - comprehensively. This issue is all the more 

complicated when we look at safety in the six basic characteristics of Smart City. Giffinger et al. (2007) 

in the technical report "Smart cities - Rankings of European medium-sized cities" define the basic 

characteristics of smart cities and their factors and indicators. These six basic characteristics are: 

Smart Economy 

In accordance with the concept of a smart city, Smart Economy aims to increase productivity and 

modernize production processes. It uses the principles of the "knowledge economy" and innovation, 

which are key to promoting sustainable business and trade. Closely related to this is the support of 

research and development, business and investment in the city.  

The factors that make up this characteristic are: Innovative spirit, Entrepreneurship, Economic image 

and trademarks, Productivity, Labor market flexibility, International integration and the Ability to 

transform. (Giffinger 2017) 

From a security point of view, we perceive this characteristic also through risks towards business or of 

an economic nature. The economy plays a significant role in creating social conditions and can be a 

significant criminogenic factor. It is therefore important to take security into account precisely in 

measures related to the solution of economic and business environment development, to prevent its 

possible secondary consequences, such as e.g. the emergence of crime.  

Šoltés (2017) deals more with the issue of socio-economic impacts on the safety of citizens. It is 

important to set indicators of the prosperity of individual sectors so that we can indicate trends in time. 

Rapid response e.g. in the form of the city's investments in certain sectors, is key in ensuring a healthy 

city economy. 
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Smart People 

Smart People are those who have access to knowledge and their own development. In a smart city, the 

inhabitants participate in the development of the city through their own activities. This is either in the 

form of business or any other form of involvement in public life. Factors of this characteristic are: Level 

of qualification, Lifelong learning, Social and ethnic plurality, Flexibility, Creativity, 

Cosmopolitanism/Openness and Participation in public life (Giffinger, 2017). 

Modern and intelligent solutions require modern and intelligent users. And this is exactly the ideal state 

that the city should strive for. In the modern world, education is also perceived as a way to alleviate 

social tension.  

This is an important topic when looking at the current global social mood in the themes of ethnicity and 

cosmopolitanism. This often carries security risks. The city should therefore also focus on building 

tolerant citizens carrying out activities not only for the benefit of the city, but also for other residents. 

Smart Governance 

Smart Governance is primarily "smart public administration", sometimes mistaken for E-Government, 

it consists mainly of a transparent management system. The city should allow residents to participate in 

the planning and decision-making process. It should ensure open access to information, the so-called 

"Open data", e.g. through publicly available information systems. Factors of this characteristic are: 

Participation in decision-making processes, Public and social services, Transparent governance and 

Policy strategies and perspectives (Giffinger, 2017). 

It is very convenient when the data is made available to users for various analyzes. Their users can be 

not only the city, but also an ordinary person, or business entities and universities. It is necessary to 

consider the extent and what information to allow open access to so as to prevent its misuse and ensure 

effective usage.  

The system should also act preventively against inefficient management of the city, or corruption. 

Increasing the awareness of the population and enabling the population to participate in decision-making 

processes leads to mutually beneficial solutions to problems. Some data can have a big impact on the 

mood in a society, which can be reflected in a reduced subjective sense of quality of life. 

Smart Mobility 

Smart Mobility is "smart transport" and aims for safe, sustainable and efficient mobility in the city. 

Today, various modern technologies and information systems significantly help. Efforts should also be 

made to mitigate the negative effects on the environment, in particular by looking for alternatives to 

traditional motor transport.  

This is a much-discussed topic both in terms of congestion of transport sections and in terms of reducing 

the negative impact on the environment. The factors of intelligent mobility are: Local accessibility, 

International accessibility, Information and communication technologies of transport infrastructure and 

Sustainable, innovative and safe transport systems (Giffinger, 2017). 

Many cities are becoming increasingly aware of the alarming state of traffic associated with urban 

development. The current infrastructure in many cities no longer catches up with the current traffic 

intensity. In many cases, this results in a reduction in security and is reflected in a high number of 

incidents of various kinds. Negative effects on human health and the environment are also dangerous. It 

is important to set up transport infrastructure and its use in the city so that these risks are reduced. 

Smart Environment 

A Smart Environment according to Colldahl et al. (2013) is one that emphasizes the sustainable 

development of the city with the intelligent use of resources. It can use elements of energy management, 

which emphasizes recycling, resource substitution, alternative energy sources and pollution reduction. 

Efficient waste management, the sewerage system and the water supply system should also take care of 

this. A smart city should strive to save energy through technological innovation.  

These innovations should ensure lower consumption and higher efficiency of energy use. Factors of this 

characteristic are: Attractiveness of the natural environment, Pollution, Environmental protection and 

Sustainable management of resources (Giffinger, 2017). 
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A clean environment should not only have an aesthetic character, but also have a significant impact on 

people's health and well-being. We can perceive safety here in the form of environmental safety.  

A smart city should create the conditions for its increase and should also have a positive impact on the 

city's inhabitants. They should educate them towards responsible behavior for the rational consumption 

of resources. Irresponsible behavior can create a hazardous environment for life. In this case, there are 

greater risks in the form of lung diseases, cancer, etc. The city's costs for a cleaner and healthier 

environment can thus also save on healthcare costs. 

Smart Living 

Smart Living is a characteristic striving for a modern way of life, responsible behavior and conscious 

consumption. It is intended to provide safety, health care and the improvement of living space. Factors 

of this characteristic are: Cultural facilities, Health care, Individual safety, Quality of housing, 

Educational facilities, Tourist attractiveness and Social cohesion (Giffinger, 2017). 

Of these factors, the "Individual Security" factor is probably the most important for security and safety. 

The city should strive to reduce crime and create a safe environment for life through security measures. 

In larger cities, this is most often done by setting up a city police force, which is responsible for security 

in the city. In terms of the smart city concept, it is necessary to abandon the traditional approach focused 

primarily or only on CCTV. The latest technologies already offer us a number of other means. Their 

appropriate design and mutual combination is crucial in increasing safety in public spaces or residential 

areas. 

Methodology 

The proposal was preceded by an assessment of the suitability of different methods and approaches and 

their principles that could be used to develop a risk assessment process for urban projects in relation to 

the safety of citizens.  

The system approach and management methods and project management methods was used in this 

research. The way of perceiving the issue is through the theory of security management and crisis 

management. The proposed solution is inspired by some parts from the ISO 31000 standard. 

The present proposal also supports the theory of smart cities. It takes over the basic 6 characteristics of 

this concept, which are becoming areas of security. The proposal converts the likelihood of risks to the 

priority of security areas and converts the consequences into the expected impact and intensity. This 

intensity can be positive or negative. This provides a better view of the security implications of the 

implemented projects in the environment. An application design to support this procedure is created in 

Microsoft Excel software. Basic mathematical formulas and simple macros are used. 

Practical use of security indicators 

Compiling a set of several indicators is an important part of monitoring the city's long-term goals. We 

can divide the city into several areas that we can monitor. Various international institutions are 

developing their own sets of indicators to assess large cities. The city can thus decide whether to strive 

to improve these areas according to what has been set by a recognized international institution or to set 

its own goals as well as indicators for them.  

Using the mentioned indicators, a city index is then created. This means that we will rate the city in this 

way according to how successful it is in the given area. International institutions then evaluate cities 

each year and set their indices. They then publish these results. It can be, for example, the Smart City 

Index or in the field of security it is the Safe City Index. 

One of the entities that creates indicators for the evaluation of the Safe Cities Index is the international 

magazine The Economist. For these purposes, The Economist magazine created the so-called 

“Intelligence Unit”. It is the research and analytical division of The Economist Group, which is a sister 

company of The Economist magazine.  

This unit annually evaluates approximately 60 world cities according to 57 indicators of the Safe Cities 

Index. These indicators are divided into four areas (digital security, health security, infrastructure 

security and personal security). 
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Assessment of personal security 

For illustration, Figure 1 uses indicators to assess the security of citizens according to The Economist 

Intelligence Unit. We can use them for our own evaluation methods. Then we do not evaluate these 

areas exactly according to the methodology of the mentioned institution, but we can create our own 

methodology. 

 Figure 1: Demonstration of the method of assessing the impact on the security of citizens 

 

Source: Author 

The analysis of the use of indicators for the assessment of security in cities is one of the main tasks of 

Michal Peňaška's scientific activities within his doctoral study at the Faculty of Security Engineering. 
Figure 1 shows an example of how indicators can help us. As mentioned above, it is not so important 

for us in this example whether we take the indicators from an institution or not. We can create our own 

set of indicators that will suit the goals we need.  

It is also important to say that we do not have to evaluate the city as a whole, but we can use this 

methodology to evaluate the city's projects before they are launched. We will therefore evaluate how a 

project or innovation will improve or worsen a specific area of security. We can make this assessment 

before starting the project, then it would be our expectations of impact. However, we can also evaluate 

with the lapse of time after the start of the project or after its end. 

Step by Step: 

1. The first column shows the name of the indicator. 

2. The second column sets the priority. It is up to us whether we decide to give some indicators a 

higher priority. Priority acts as a multiplier of the overall impact. If it is zero, the impact is 

multiplied by zero, so the rating of the overall impact will be "0 = No change". 

3. The third and fourth columns are Impact and its intensity. Impact has 3 possibilities: better 

(multiplication number 1), worse (multiplication number -1), no change (multiplication number 

0). Then we can also determine the intensity of the expected impact. 

4. The last column is the total impact. The larger the number, the greater the improvement we 

expect. The smaller this number, the greater the deterioration we expect. When this number is 

zero, it means that there is zero priority or zero impact. The overall impact is automatically 

colored greenish or reddish. 

5. Finally, we can automatically generate a graph that visually shows us where improvement and 

deterioration can be expected. (Figure 2) 
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Data sources for safety assessment 

A very important condition for the successful assessment of the impacts of the project results on the 

security of citizens in cities is that we set indicators, but also evaluation criteria and data sources for 

evaluation. In some cases, it is possible to use sources of objective data and in some cases sources of 

subjective data. We can obtain objective data, for example, from official statistics or from final reports 

of relevant organizations. Subjective data can be obtained, for example, by a questionnaire survey, which 

is focused on the subjective perception of security. 

Figure 2: Graph of overall impact 

 

Source: Author 

Ideally, this or a similar method will be used before the start of the project, during its course and after 

the end of the project. This will improve the perception of achieving the goals that are a priority for the 

city. The following diagram (Figure 3) describes the evaluation process. 

Figure 3: Evaluation process diagram 

 

Source: Author 

Conclusion 

The term "smart city" is quite common today. It is important to understand the fact that it is not modern 

technologies that make the city intelligent. Modern technologies should only be seen as a means to 

effectively achieve the city's goals, as long as it is relevant to the specification of the problem. 

Municipalities are constantly changing and evolving organisms. This constantly prepares new 

challenges for their leadership. Modern concepts of city management, such as the concept of the Smart 

City (or the Safe City) seeks to build a perspective on the city's problems while maintaining certain 

meaningful principles. These are e.g. universality, energy efficiency, ensuring sustainable development, 

etc. In today's dynamic times, we must also learn to create dynamic cities.  

It is therefore very good if the city has set long-term goals and a long-term strategy. This strategy should 

ideally also be designed for security. A suitable method is therefore to compile a set of security indicators 
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that are important for the city. The methodologies of recognized evaluation institutions can help in this, 

or each city will create its own set of indicators. Subsequently, it is important for the city to consider 

before launching any project how this project may have an impact on specific security indicators. 
Regular impact assessments bring benefits to the city, especially in better clarity about what we expect 

from the future or whether the project met our expectations. 
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