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Abstract

Security management is an important part of the overall management of an organization. It aims to protect the health and life
of persons, organization property and the environment itself. Achieving this goal, which represents achieving the required level
of both security and safety, is undoubtedly dependent on the activities performed by security and safety managers. One of the
basic processes affecting the security and safety level in the given organization is a risk assessment process. Based on the
results of this process, particular measures are implemented to either avert or reduce the security and safety risks. The KARS
method presented in this article is one of the methods applicable to the risk assessment process. The added value over other
methods used in practice is that the assessment takes into account the correlation of the assessed risks. The case study presents
the application of the KARS for evaluating risks magnitude within a real reference object.
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Introduction

Security management is a complex process dependent on the competencies of a security and safety
manager. Every one of them has to know various methods that can then be used for managing risks. The
Kars method is a useful method within risk assessment. Therefore, we feel the urge to explain this
method in our article as closely as possible which can be beneficial for broadening the theoretical
knowledge of security and safety managers.

Security management meanings

Every organization that wants to be successful must be prepared to protect all the assets that represent
and create values for the organization. Svetlik (2017) states that protecting workers, information,
technology or property is an essential part of the organization because it needs to be effective and
competitive. In order to ensure the stable and sustainable organization security and safety, it is important
that a systematic management mechanism is put in place. This mechanism serves to ensure the proper
functioning and development of the organization in accordance with all security requirements resulting
from the relationship with state institutions, the competitive environment, suppliers, customers,
employees, and also the responsible relationship of the given organization to environmental protection.

Security and safety management, as one of the approaches to management, focuses on actions and
activities related to protecting these values. It is not only focused on the product transformation process,
creating products, nor on the service-providing process, or only on crisis management, but is focused on
managing of the support activities. These activities are vital to the organization in terms of achieving
the goals that have been set (Velas, 2016).

Security management addresses security issues in all sub-sectors of the security sector of an
organization, especially security and safety of:

= persons - for example, health and safety at work, protection of personal data, physical protection
of persons, etc.,

= property - object protection, protection of critical infrastructure objects, protection of
information and information systems, protection against severe industrial accidents, protection
of classified information, protection of business secrets, etc.

= environment - water protection, air protection, soil protection, etc.

This assurance is realized through a security and safety management system which has been designed
and then implemented. This system corresponds to the capabilities, needs, environment and
requirements of the maximum protection level of the organization that was explored by both Rehak
(2019) and Hofreiter (2015). In practice, this system is usually made up of the purposeful arrangement
and the use of available human resources, technical means, organizational and regime measures. The
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major premise for an effectively designed and implemented security management system in a given
organization are the competencies of the security and safety managers.

Security management competencies

The level of security and safety in the given organization is influenced by various factors that affect it,
whether from the external or internal environment. Nowadays, when the market is globally
interconnected, there is much more factors that increase the amount of risks affecting organizations than
in the past. This is one of the reasons why both Boros (2018) and Lovecek (2016) consider requirements
for the competencies of security and safety managers as crucial and yet increasing.

As Mika (2006) states, for basic competencies the skills, knowledge and experience that the security
and safety manager has acquired over the time and is able to use within his practice are considered.
Weber (1990) introduces the three levels of security and safety manager competencies that are presented
in Figure 1.

Figure 1: Security and safety manager competencies

Source: Weber (1990)

The social maturity of a security and safety manager represents the basic norms of behavior. According
to Velas (2016) and Lovecek (2017) these norms are reflected in the manager's personal attitudes
acquired through their education and upbringing and influenced by innate qualities as well. Expertise
covers the appropriate knowledge that is necessary for the manager to effectively manage the
organization’s security and safety in perspective of organizational preparedness, time and cost
effectiveness and technical efficiency of implemented measures. This knowledge is gained through
adequate education and practical experience in this field. Practical skills represent the manager's ability
to use expertise and perform his function effectively (Belan, 2015).

The security and safety manager competencies are directly applied in the process of risk assessment.
The risk assessment is an essential precondition for the implementation of effective measures leading to
enhancing the overall organization security and safety (Lovecek, 2016, Kampova, 2012, Boros, 2019).
Therefore, the risk assessment is becoming an increasing challenge for security and safety managers.
Due to changes in the environment, there are new forms of risks which are difficult to quantify due to
the absence of necessary statistical data. The magnitude of such risks needs to be assessed differently.
The solution to this problem is to raise the awareness of qualitative risk assessment methods. One of the
gualitative risk assessment methods is called the Kars method.
Kars method and its theoretical explanation
Zakovsky (2015) defines the Kars method as a qualitative assessment tool for measuring the magnitude
of risks. This method takes into account the correlation of risks. This correlation is determined with a
pairwise comparison of each pair of risks which have been identified. By using this method, one is trying
to determine when the exposure of a particular risk occurs. Also there is a presumption that a single risk
or plenty of them will be induced.
In order to obtain a qualitative output Jelsovska (2013) proposes to keep the following steps:

= The identification of risks must be comprehensive and takes into account activities, aim and the

internal and external organization environment,
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= The development of a correlation matrix where risks are recorded in the matrix, with the risk in
the first row of Ri is simultaneously represented in the first column of Ry;
= An evaluation by pairwise comparison whether there is a possibility that the risk Ri can induce
other identified risks Ry (i,y = 1,2...n). If risk Ri has the potential to induce risk Ry, value 1 is
entered in the matrix, otherwise value 0 is allocated. On the main diagonal of the matrix, value
0 is marked because, the risk cannot be induced itself,
= after pairing the row and column sums for each risk;, these values are used for calculating activity
and passivity coefficients.
The activity coefficient represents the percentage of the risks that may be induced by the risk Ri.
Conversely, the passivity coefficient expresses the percentage of risks that may induce the risk Ry. The
following relationships are defined to calculate activity coefficients:

_  X1Ri

_ _X1Ry
KP = All risks—1 x100 [%] (2)

This method also includes a graphical representation of the magnitude of the analyzed risks. First, the
activity coefficient values are applied to the x-axis, and the individual risk factors passivity values to the
y-axis. The locations of the O1 and O2 axes are then determined. Their position will allow categorizing
risks into 4 areas, namely:

= First area (1): risks with the primary and secondary magnitude,
= Second area (I1): risks with the secondary magnitude,
= Third area (Il1): with the primary magnitude,
= Fourth area (IV): risk with the lowest magnitude.
For calculating the location of the axes, the following formulas are used:
KAMAX-KAMIN

01= Kamax — ————— x40 (3)
0,= Kpmax — KPMAT;;(PMIN < 40 (4)

The advantage of the method is that individual risks are not assessed in isolation, but the mentioned
correlation is taken into account, which can be used to determine which risks should be dealt with
priority in order to reduce them to the required level.

Risk assessment through the Kars method

The administrative building of Krpel'any Water Construction located in the Martin District of Slovakia
was chosen as the reference object. Subsequently, a correlation matrix was created and all risks were
paired to determine whether they have a potential to also trigger other identified risks or not. After this
comparison, both row and column sums were obtained, which are then used for calculating the activity
and passivity coefficients of each risk. The results of the comparison are shown in Table 1.

After being put into their respective relationships, for every individual risk, values of activity and
passivity coefficients were obtained which express the correlation as a percentage. The coefficient
values are presented in Table 2.

Table 1: Risk correlation matrix

RISK
R1 - Burglary - related theft
R2 - Fire due to welding
R3 - Fire of flammable substances
R4 - Fire of electric-wiring
R5 - Burning during welding
R6 - Eye damage during sawing
R7 - Head injury
R8 - Flood
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Table 2: Coefficients percentage values

R1 R2 R3 R4 R5 R6 R7 R8
KA 0 42,9 14,3 14,3 14,3 0 0 0
KP 0 14,3 28,6 28,6 14,3 0 0 0

Source: Authors

The risk with the highest activity coefficient was classified risk 2 (R2). This risk has the potential to
trigger 42.9% of all identified risks. Its exposure can only cause 14.3% of the other risks, which is
declared by its passivity coefficient.

As soon as the location of the axes is calculated, the risks are classified into four magnitude areas which

are illustrated in Figure 2.

Figure 2: Correlation graph
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In the context of qualitative risk assessment through the Kars method, the primary risk with the highest
magnitude was evaluated as risk 2 (R2), which is capable of inducing the greatest domino effect of all
identified risks when its exposure happens. Both risks R3 and R4 were classified as risks with a
secondary magnitude. Risks that require the least attention are risks R1, R5, R6. R7 and R8. The Kars
method creates the preconditions for a successful risk assessment process and allows security and safety
managers the means for successful risk management.

Conclusion

Security management is an important part of the overall organization management. One of the basic
conditions for successful risk management are security and safety managers who have the required
competencies, not only in terms of expertise, but also in terms of a personal predisposition, namely their
constant education. In the organizational environment new factors influencing changes in the
environment that need to be integrated into risk assessment processes occur. In many cases, these factors
are causally dependent and it is necessary to investigate and evaluate them, and by the appropriate
methods consider these ratios. Realistic risk assessment is therefore becoming an increasing challenge
for security and safety managers. In this article the Kars method was introduced, which has its place in
security practice. This method integrates a causality of the studied environment and creates a simple
tool for security and safety managers to get an initial overview of the interaction of individual risks. It
also creates a prerequisite for assessing the potential domino effect of identified risks.

Supported by the VEGA project: 1/0628/18 Minimizing the likelihood of experts' subjective estimates
in a security practice using quantitative and qualitative methods.
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